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IMPORTANT GUIDANCE NOTES

The 9ine GDPR Readiness Tracker has been created using the same framework and set of standards as published by the ICO in their Getting ready for the GDPR self-assessment questionnaire. The ICO questionnaire can be found here:
https://ico.org.uk/for-organisations/resources-and-support/data-protection-self-assessment/getting-ready-for-the-gdpr/
Using the framework we have detailed an approach that can be followed to demostrate how you as a school / organisation are putting in place technical and organisational measures to be compliant with the regulation. It is important to note that just using the the 9ine GDPR Readiness Framework does not mean 
you will be automatically compliant with the GDPR. The framework and associated tool kit provides a governance and assurance model to demonstrate what actions you have taken to become compliant.

Requirement What you need to do How you can do this Why? When Who Where Completed Notes

1. Accountability and governance

1.1 Awareness

Brief senior leadership and governors on the changes, implications and 
compliance obligations. Document the primary areas of concern within a 
risk log and detail mitigating actions.

Host a presentation briefing that covers the implication of GDPR for 
each stakeholder type, the proposed approach and the risks should the 
school decide to take no action. Using the risk log within the 9ine GDPR 
readiness toolkit, identify the initial risks that need to be addressed to 
meet compliance. If 9ine are supporting the process this will include 
risks identified from the initial technical and cyber security assessment. 
Each risk should be assessed and a proportionate mitigating action 
decided upon given the size, complexity and available resources of the 
school. The risk assessment should be issued to all levels of 
management (and governors) with a commentary on the cost / 
resource impact. Should 9ine deliver the presentation on your behalf, 
we will coordinate with you on the audience demographic given the 
proportionate impact of GDPR on your school / organisation.

Article 24 - Responsibility of the controller
Article 25 - Data protection by design and default
Article 30 - Records of processing activities
Article 32 - Security of processing
Article 38 - Position of the data protection officer

Create a working group with representation from all governance and 
functional / management areas.

E.g. this should include a school governor, business manager / bursary 
representative and representative for teaching and learning, HR, ICT, 
safeguarding, marketing and alumni. Arrange an initial meeting to run 
through how the project will be governed, reporting of progress and 
management of risk. The initial risk log and assessment (created from 
the 9ine GDPR tool kit) should be presented and discussed. It is 
important to articulate the level of compliance risk the school is willing 
to accept given the proportionate impact of GDPR on finance, 
resources, operations, legal obligations and perception. The degree of 
risk that is to be accepted then sets the tone for the response to GDPR 
in each of the functional areas. Each functional area should be listed 
within the risk log, outlining the associated GDPR risks (at a high level) 
and what the department / area is going to do to achieve compliance. 
Where 9ine are responsible for this we will consult with you on the 
functional areas that are affected and identify those who have 
obligations and responsibilities under GDPR; therefore should be on 
the working group.

Article 24 - Responsibility of the controller
Article 30 - Records of processing activities
Article 32 - Security of processing
Article 38 - Position of the data protection officer
Article 36 - Prior consultation

It is advised that a level of training is provided for all members of staff as 
well as individuals with responsibilities in all governance and functional / 
management areas.

Dependant on the staff member's role, the training may vary in its 
detail. Identify the correct level of training for your staff members. This 
could be a lighter course/presentation for all members of staff and a 
more in-depth course with exam and accreditation for members of the 
GDPR working group and your DPO. Identify the courses that are 
suitable and document who completes what training. As an example, 
9ine provide a 2-day course and a 5-day course details of which can be 
found here: http://www.9ine.uk.com/gdpr-courses-at-a-glance.

Article 24 - Responsibility of the controller (2-day and 5-day)
Article 25 - Data protection by design and default (2-day and 5-day)
Article 35 - Data protection impact assessment (5-day)
Article 36 - Prior consultation (5-day)
Article 37 - Designation of the data protection officer (5-day)
Article 38 - Position of the data protection officer (5-day)
Article 39 - Tasks of the data protection officer (5-day)

Put in place a project management structure to manage the completion 
of the compliance requirements. This should include a Project Brief (to 
detail and communicate the scope), the regularity of meetings and the 
approach to reporting progress and risk. GDPR mandates good 
governance therefore it is critical schools document the path to 
compliance and the reasoning behind all decisions and actions.

Allocate a project manager and complete a GDPR Project Brief (if 9ine 
are managing the governance this will be provided and completed as 
part of the tool kit), complete and issue to all stakeholders. Create a 
meeting schedule (within 9ine's GDPR readiness tool kit) and diarise all 
meetings in calendars. Add GDPR compliance to the monthly school 
management meetings and as an agenda item on Governing body 
meetings. Issue monthly highlight reports (within 9ine's GDPR tool kit) 
to the Governing body as it is their ultimate responsibility to ensure 
GDPR compliance. If you are part of a wider trust you will need a 
highlight report for each individual school (issued to their Governing 
body) and a trust wide highlight report. Article 30 - Records of processing activities



1.1 Awareness

Determine the impact of the obligations on your school and areas of 
highest risk.

Conduct an initial 'Systems and Digital Platforms' data mapping 
assessment and 'Other data sources' data mapping exercise as detailed 
within  Tab 1 and Tab 1a. of the 9ine GDPR readiness tool kit. This will 
give a quick snapshot of the volume of change, risk and data protection 
impact assessment that is required.

Article 3 - Territorial scope
Article 5 - Principles relating to processing of personal data
Article 13 - Information to be provided where personal data are 
collected from the data subject
Article 14 - Information to be provided where personal data have not 
been obtained from the data subject
Article 27 - Representatives of controllers or processors not 
established in the Union.
Article 32 - Security of processing

1.2 
Accountability

Demonstrate that you compliant with Article 5 (2) and that you have put 
into place comprehensive but proportionate governance measures.

The completion of 1.1 of this readiness tracker puts in place the 
governance structure and assesses the scope of the GDPR impact. This 
approach provides for a proportionate approach to managing 
compliance, it sets out what you will be doing and enables schools to 
demonstrate an effective governance structure.

Article 32 - Security of processing
Article 35 - Data protection impact assessment
Article 42 - Certification

It is recommended that you implement appropriate technical and 
organisational measures that ensure and demonstrate that you comply.

Identifying all document, policies, processes and procedures that will 
be affected by GDPR. These are to be documented in tab 5 of the GDPR 
readiness toolkit. The completion of 1.a, 1.b, 2b and 3. DPIA puts in 
place the relevant technical and organisational measures to manage 
compliance. Identify how you will manage and control the approach to 
documenting and collaborating to complete all tasks to GDPR 
compliance. If you are working with 9ine and do not have a document 
management platform this will be via the Cloud9ine document 
management service platform. Our annual operational, technical and 
cyber security service provides external accreditation of compliance 
against GDPR obligations, a requirement that is mandatory under 
GDPR.

Article 32 - Security of processing
Article 35 - Data protection impact assessment
Article 42 - Certification

The steps that you take should ultimately minimise the risk of breaches 
and uphold the protection of personal data

Identify how the regulation will be managed in the long term and the 
control measures that will be enforced to demonstrate compliance. E.g 
policies, processes, procedures, checks and balances, DPIAs, changes 
to employment contracts, induction process, disciplinary categories, IT 
operations management. The 9ine GDPR tool kit, Cloud9ine document 
management platform (or your own) and the 9ine annual service we 
believe provides for reasonable steps to minimise breaches and uphold 
protection of personal data.

Article 24 - Responsibility of the controller
Article 42 - Certification

1.3 Information 
you hold

You need to document what data you hold, where it came from and who 
you share it with.

In completing the data mapping exercise for your 'Systems and Digital 
Platforms', 'Other data sources' and DPIA within the 9ine GDPR tool kit 
(tabs 1, 1b, 2, 2b, and 3) you can assess the data you hold and the 
information flow across the organisation. In gathering this information 
identify the highest risk areas and document this within the risk log 
along with the mitigating actions. From the assessment of interfaces 
with data processors from third parties (think MIS, payroll, curriculum 
systems that require a user/teacher/student login), record this within 
the MOU tab of the tool kit. Within the policy, process and procedures 
tab of the tool kit, identify the data processing activities that will have 
an impact on each of these, making reference to the data processing 
reference number so you can easily cross reference.

Article 24 - Responsibility of the controller
Article 30 - Records of processing activities

You need to assess the information flows between locations, systems, 
entities.

Through assessing the data flows you can assess the risk to your 
obligations as a Data Controller and the impact that Data Processors 
may have on your compliance given the data you share with them and 
their ability to demonstrate compliance with the GDPR. By logging the 
requirements for MOUs within the tool kit you will then prioritise the 
systems where MOUs are most critical, down to the systems are that 
less critical. Using the standard MOU letter within the toolkit you can 
then write to each provider and clarify their compliance with GDPR. 
The outcome of this exercise may be that their are providers who 
cannot demonstrate their ability to comply to the degree of detail that 
your organisation demands. Consequently this may mean you looking 
for different systems or providers. As such, it is important this is 
completed as early as possible.

Article 24 - Responsibility of the controller
Article 28 - Processor
Article 30 - Cooperation with the supervisory authority



1.4 Data 
Protection by 
Design and Data 
Protection 
Impact 
Assessments You need to demonstrate technical and organisational measures to 

ensure you have embedded the obligation of data protection by design 
and default. GDPR advises you taking proportionate technical and 
organisational measures given the assessment of risks to personal data.

In conducting the above steps you will have compiled an assessment of 
the locations where personal data is kept, how it is kept, how long for, 
how it is protected, managed and so forth. For area of processing you 
need to assess the risk to the data and then put in either a technical or 
organisational step that is proportionate in protecting the data. To do 
this you should categorise the processing activity by functional area, 
and then undertake a workshop to assess the risks and document the 
proportionate technical and organisational steps that are needed to 
protect the data. These mitigating steps require recording within the 
risk log and impact on policy, process, procedure, logging in tab 5 - in 
readiness for changes to those organisational steps. Any IT technical 
steps need logging in Tab 7 in readiness for technical implementation.

Article 28 - Processor
Article 30 - Records of processing activities
Article 32 - Security of processing
Article 39 - Tasks of the data protection officer

1.5 Data 
Protection 
Officers

You need to designate a Data Protection Officer (DPO)

Identify a DPO, or appoint 9ine as the initial the project manager DPO 
within the working group to manage the compliance until May 25th. By 
May 25th identify who the permanent DPO representative will be - 
ongoing support can be provided by 9ine.

Article 37 - Designation of the data protection officer
Article 38 - Position of the data protection officer
Article 39 - Tasks of the data protection officer
Article 35 - Data protection impact assessment
Article 36 - Prior consultation

You need to provide support, training and authority to the DPO

Unless they have a formal GDPR certification, schedule a GDPR training 
course with a recognised certification. Allocate a Governor responsible 
for GDPR compliance and create a formal channel in which the DPO 
can report directly to the Governor without having to go through 
normal chains of command. In conjunction with a national qualification 
body who accredit the GDPR Certified Practitioner course, 9ine are 
organising education and school specific training courses - your DPOs 
are mandated to have sufficient training therefore you will need to 
nominate a DPO to attend one of these courses. More information on 
the 9ine GDPR Certified Practioner course can be found at http://www.
9ine.uk.com/gdpr-certified-practitioner-course-for-schools.

Article 37 - Designation of the data protection officer
Article 38 - Position of the data protection officer
Article 39 - Tasks of the data protection officer
Article 35 - Data protection impact assessment
Article 36 - Prior consultation

You need to support the DPO with a ongoing governance, assurance and 
accreditation structure 

Agree and set dates preceding May 25th for GDPR assurance and 
accreditation reviews. These should be booked in prior to the budget 
setting period (to identify any areas of critical unidentified spend), 6-8 
weeks prior to the summer break (to identify any ICT improvements 
that can take place over the summer break) and in the Autumn (to 
check how new starters and the rest of the school community is 
embedding GDPR after a long summer break).

Article 37 - Designation of the data protection officer
Article 38 - Position of the data protection officer
Article 39 - Tasks of the data protection officer
Article 35 - Data protection impact assessment
Article 36 - Prior consultation

2. Key areas to 
consider

2.1 Lawfulness 
basis for 
processing 
personal data

You need to explain the lawful basis for processing within your privacy 
notice

Through following this governance framework you will document all 
the data processing activities and the rationale for doing so.

Article 5 - Principles relating to processing of personal data
Article 6 - Lawfulness of processing
Article 8 - Conditions applicable to child's consent in relation to 
information society services
Article 9 - Processing of special categories of personal data
Article 12 - Transparent information, communication and modalities 
for the exercise of the rights of the data subject
Article 13 - Information to be provided where personal data are 
collected from the data subject
Article 14 Information to be provided where personal data have not 
been obtained from the data subject
Article 15 - Right of access by the data subject
Article 28 - Processor

You need to explain how data is shared and with who
Through this exercise you will be able to document who you share data 
with, how and why,

Article 3 - Territorial scope
Article 5 - Principles relating to processing of personal data
Article 13 - Information to be provided where personal data are 
collected from the data subject
Article 14 - Information to be provided where personal data have not 
been obtained from the data subject
Article 27 - Representatives of controllers or processors not 
established in the Union
Article 28 - Processor
Article 32 - Security of processing

You need to understand where data is held and how you will restrict or 
delete it should the data subject invoke that right

Through this exercise you will be able to manage how you apply the 
rights of restriction and deletion.

Article 12 - Transparent information, communication and modalities 
for the exercise of the rights of the data subject



2.2 Consent

You need to review all the processing activities internally and with third 
parties to determine if consent is required. Whilst it can be argued 
consent isn't necessary to deliver a legal obligation (Article 6 1C - 
processing is necessary for compliance with a legal obligation to which 
the controller is subject) you still need to inform the data subject of the 
types of processing that is to occur.

Create a central list of all processing activities and publish this to data 
subjects on a regular basis. Any changes should be managed through a 
Data Protection Impact Assessment and users notified should it change 
or enhance the processing arrangements.

Article 5 - Principles relating to processing of personal data
Article 6 - Lawfulness of processing
Article 7 - Conditions for consent
Article 8 - Conditions applicable to child's consent in relation to 
information society services
Article 9 - Processing of special categories of personal data
Article 10 - Processing of personal data relating to criminal 
convictions and offences
Article 28 - Processor

Some aspects of current processing may not fall within the classification 
of consent through a legal obligation (Education purposes). These need to 
be identified and separate consent requested if necessary

Assess all data processing through this governance framework and 
assess whether against Article 6 1C - processing is necessary for 
compliance with a legal obligation to which the controller is subject.

Article 3 - Territorial scope
Article 5 - Principles relating to processing of personal data
Article 13 - Information to be provided where personal data are 
collected from the data subject
Article 14 - Information to be provided where personal data have not 
been obtained from the data subject
Article 27 - Representatives of controllers or processors not 
established in the Union.
Article 32 - Security of processing

Should consent be withdrawn there needs to be policies, processes and 
procedures to manage restrictive processing of data.

Where consent is withdrawn (Article 7, 4) there needs to be a policy on 
restrictive processing. Should the data subject submit a SAR after the 
request for restrictive processing, the school needs to demonstrate 
what has changed, or the rationale for why nothing has changed.

Article 7 - Conditions for consent
Article 18 - Right of restrictive processing

2.3 Children

Schools need to use age appropriate language when articulating privacy 
information.

The age of consent in the UK is likely to be 16. Below this age parents 
and guardians are responsible for providing consent. Given Article 6 
1C, schools need to present privacy information to an audience that is 
of an age of 16 and higher can understand.

Article 12 - Transparent information, communication and modalities 
for the exercise of the rights of the data subject

Schools need to understand and communicate the privacy information of 
third party data processors.

Third party data processors need to provide to schools their privacy 
statements to an audience that is of an age of 16 and higher.

Article 12 - Transparent information, communication and modalities 
for the exercise of the rights of the data subject
Article 13 - Information to be provided where personal data are 
collected from the data subject
Article 14 - Information to be provided where personal data have not 
been obtained from the data subject
Article 28 - Processor

3. Individuals' 
rights

3.1 
Communicating 
privacy 
information

You need to update the privacy statements on your website, staff 
contracts and for students. GDPR mandates this should be concise, 
transparent, intelligible and easily accessible.

On completing this governance exercise you will know the changes 
that are required for the privacy statement. In conjunction with your 
solicitors a new privacy statement(s) will be required and published in 
the relevant areas. For the purpose of governance, our suggestion is 
for all privacy notices to be part of the school intranet and easily 
located on the school document management platform.

Article 12 - Transparent information, communication and modalities 
for the exercise of the rights of the data subject

3.2 Individuals' 
rights

The GDPR includes for the following rights: informed, access, 
rectification, erasure, restrict processing, data portability, object, 
automated decision making and profiling.

Through this governance exercise you will develop procedures to 
manage data subjects exercising these rights. In some cases you will 
have undertaken a risk assessment and made changes in anticipation 
of the rights being requested. For example filtering - many systems 
automatically profile individuals and then make decisions regarding 
specific risks they may be exposed to. With GDPR it would be wise to 
automatically put in place processes limiting access to this information 
due to the possible implications of automated decision making and 
profiling.

Article 15 - Right of access by the data subject.
Article 16 - Right to rectification.
Article 17 - Right to erasure ('right to be forgotten)
Article 18 - RIght to restrictive processing.
Article 19 - Notification obligation regarding rectification or erasure of 
personal data or restriction of processing.
Article 20 - Right to data portability
Article 21 - Right to object
Article 22 - Automated individual decision-making, including profiling

3.3 Subject 
access Most schools should already be familiar with handling Subject Access 

Requests (SARs). The GDPR is likely to increase the volume of these. It is 
also likely that more information will need to be given to requestors. The 
GDPR will require additional levels of governance within ICT operations, 
specifically to manage the right of erasure - documenting this has 
occurred and minimising the risk that data may reappear later down the 
line through inadvertent restoration of back-ups.

You will have a month to comply with each SAR. Should this not be 
feasible you need to let the requestor know within that month. You 
will need a procedure for managing and controlling SARs. It is likely 
there will be a number of people involved in responding to each SAR. 
You will need a checklist to manage the assessment of data on each 
system. This governance structure will enable you to manage where 
data is stored, the type of data that is installed and your obligations for 
consent and erasure. A policy is required (or amended) and a process 
needed to manage school leavers (teachers and students). It would be 
best practice to ensure leavers data is deleted from all systems and all 
areas as a matter or course. Any remaining data that needs to be kept 
should be placed into a restricted area therefore minimising the 
volume of work you need to complete when receiving a SAR.

Article 15 - Right of access by the data subject.
Article 16 - Right to rectification.
Article 17 - Right to erasure ('right to be forgotten)
Article 18 - RIght to restrictive processing.
Article 19 - Notification obligation regarding rectification or erasure of 
personal data or restriction of processing.
Article 20 - Right to data portability
Article 21 - Right to object

4. Breach 
notification



4.1 Data 
breaches

GDPR requires your school to have procedures in place to ensure 
personal data breaches are detected, reported and investigated 
effectively

GDPR mandates Governance, Assurance and Accreditation. This means 
you have a governance to manage GDPR (this governance structure is a 
start), have the confidence that the governance measures work, and 
that a competent third party is providing a level of accreditation to 
check that your governance and assurance is working. 9ine's approach 
provides for all of these to be covered off. Should this structure be 
maintained, then compliance shall continue.

Article 19 - Notification obligation regarding the rectification or 
erasure of personal data or restriction of processing.

Should a breach occur, your school needs a mechanism to report this 
within 72 hours. In some cases breaches need to be reported to 
individuals.

A Data Protection Response team should be in place to manage and 
coordinate a breach. Specialists should be identified and retained 
(either via contract or SLA) who can provide additional expertise to 
minimise the impact of the breach. It is suggested that ICT technical 
specialists, cyber security specialists, communication specialists and PR 
specialists are engaged and who can react to support to minimise the 
impact in case of breach.

Article 19 - Notification obligation regarding the rectification or 
erasure of personal data or restriction of processing.
Article 33 - Notification of a personal data breach to the supervisory 
authority.
Article 34 - Communication of a breach to the data subject.

You have tried and tested response to a data breach

It is important that you have tested the ability of your organisation to 
react to a breach. You could do this through a specific scenario 
initiated and managed by an external party. 

Article 24 - Responsibility of the controller.
Article 40 - Codes of conduct.
Article 42 - Certification.

5. Transfer of 
data

5.1 International
If you have an international school and share data across geographies 
you need to identify your primary supervisory authority and may need to 
put in place additional safeguards such as binding corporate rules.

Where this is the case and the supervisory authority is the ICO, the 
regional school will need to follow the same standards. Furthermore, 
you will need to implement a binding corporate rules contract. Article 47 - Binding Corporate Rules
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Actions Checklist
To be used alongside the GDPR Readiness Progress Tracker, the actions checklist provides structured documentation around how to address the requirements identified. 

Requirement Task Action Progress
Link to 

Documentation 
(if applicable)

Date 
Completed Initials Notes

1. Accountability and governance

1.1 Awareness

Brief senior leadership and governors on the 
changes, implications and compliance 

obligations. Document the primary areas of 
concern within a risk log, detail mitigating 

actions.

Representative from each stakeholder type chosen. Not Started

Email sent to inform representative of the 
requirement for them to attend an informative 
presentation.

Not Started

Date set for presentation. Not Started

Representatives have confirmed their availability for 
presentation Not Started

Suitable person chosen to give presentation (either 
an informed member off staff or a member of 9ine). Not Started

Initial risks identified in the risk log. Not Started

Proportionate mitigating actions identified for each 
of the initial risks. Not Started

Mitigating actions recorded in the log.

Costs identified. Not Started

Risk assessment issued to management and 
governors. Not Started

Presentation given and attended by all 
representatives. Not Started

Create a working group with representation 
from all governance and functional / 

management areas

Identified all governance and 
functional/management areas that will be affected 
by the GDPR. 

Not Started

Working group chosen with a member from each of 
the identified areas that will be affected. Not Started

Date set for meeting and attendance confirmed by 
all members of the working group. Not Started

Agenda sent out, outlining meeting details. Not Started

Risk log completed, highlighting the key functional 
areas and the associated GDPR risks. (Does the 
project governance template need to be changed?)

Not Started

Risk assessment completed, highlighting the key 
functional areas and the associated GDPR risks. Not Started

Meeting held and minutes taken. Not Started

Members of the working group briefed on the Audit 
forms and given access to the Data Mapping capture 
form.

Not Started

Identified the level of compliance risk the school is 
willing to accept. Not Started

Minutes written up and emailed to working group. Not Started



1.1 Awareness

Create a working group with representation 
from all governance and functional / 

management areas

Identify the response in each key area based upon 
the level of risk the school has deemed 
proportionate.

Not Started

It is advised that a level of training is provided 
for all members of staff as well as individuals 

with responsibilities in all governance and 
functional / management areas.

Identified training courses suitable for all members 
of staff Not Started

Identified training courses suitable for members of 
staff with responsibilities under the GDPR. Not Started

Training course dates confirmed and places booked 
for all staff. Not Started

Key individuals attended courses and certifications 
obtained. Not Started

Put in place a project management structure to 
manage the completion of the compliance 

requirements. This should include a Project 
Brief (to detail and communicate the scope), 

the regularity of meetings and the approach to 
reporting progress and risk. GDPR mandates 

good governance therefore it is critical schools 
document the path to compliance and the 
reasoning behind all decisions and actions.

Project manager allocated. Not Started

Project brief completed. Not Started

Project brief issued to stakeholders. Not Started

Meeting schedule created and diarised. Not Started

GDPR compliance added to monthly school 
management meetings. Not Started

GDPR compliance added as an agenda item on 
governing body meetings. Not Started

Monthly highlight report for each individual school 
issued to governing body. Not Started

Monthly trust-wide highlight report issued. Not Started

This tool outlines actions for requirements 1.1 only. 
A complete, tailored checklist for requirements 1.2 through to 5.1 will be available for schools working directly with 9ine. 

Please email: info@9ine.uk.com for further information.
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Systems / tools for compliance
System / tool / service Rationale Relation to GDPR Implication on governance Implication on assurance Implication on accreditation

Roles and responsibilities
Sets out the roles responsible for 
implementing GDPR compliance in school

GDPR obligates organisations to put in place a 
governance structure to manage compliance. 
Closely associated with governance are 
'assurance' and accreditation'. Having a 
documented and clear structured kit of systems / 
tools and services gives schools the ability to 
demonstrate appropriate steps have been taken 
to manage, assure and accredit compliance.

Article 24 - Responsibility of the controller. 
Mandates the controller shall implement 
appropriate technical and organisational 
measures to ensure and be able to demonstrate 
that processing is performed in accordance with 
GDPR.

GDPR obligates organisations to put in place a 
governance structure to manage compliance. 
Closely associated with governance are 
'assurance' and accreditation'. Having a 
documented and clear structured kit of systems / 
tools and services gives schools the ability to 
demonstrate appropriate steps have been taken 
to manage, assure and accredit compliance.

Article 24 - Responsibility of the controller. 
Mandates the controller shall implement 
appropriate technical and organisational 
measures to ensure and be able to demonstrate 
that processing is performed in accordance with 
GDPR.

Clearly sets out roles and responsibilities 
in managing compliance and helps 
demonstrate compliance with Article 24.

Allows for internal audit checks in 
demonstrating confidence that the 
governance framework for GDPR are 
effective.

Keeping this up to date enables a third 
party such as 9ine to easily review, 
accredit and certify that all functional 
areas have an owner who is 
responsible for GDPR compliance.

Training Course

Ensures all staff members are aware of 
the requirements of the GDPR and have 
been given the proportionate levels of 
training to allow them to complete their 
roles under GDPR.

Attending an appropriate level course 
demonstrates that an organisation has 
taken measures in accordance with 
Articles 24 and 25. 
In addition to this, attendees of the 5 day 
course provided by 9ine become certified 
GDPR practitioners as well as 
demonstrating compliance Articles 35, 
36, 37, 38 and 39.

Allows for internal audit checks in 
demonstrating confidence that the 
governance framework for GDPR are 
effective.

Ensures that all staff members are 
aware of their responsibilities and that 
this is documented. In light of a breach 
in security due to a staff member, 
documented training can evidence that 
all staff have been provided with the 
correct knowledge and skills to prevent 
such events.

Project brief

Single point of reference for all 
stakeholders to understand the scope of 
impact of GDPR on the school / 
organisation

Tool to use to communicate the 
objectives, strategy and approach to 
manage compliance. Defines how the 
organisation will implement their 
obligations and helps demonstrate 
compliance with Article 24.

Allows for internal audit checks in 
demonstrating confidence that the 
governance framework for GDPR are 
effective.

Sets out the original scope for 
compliance. As such, the impact of any 
future changes to legislation can be 
assessed against the scope. Should 
there be a future data breach, the 
school can use this Project Brief as 
evidence that compliance with GDPR 
was taken seriously and in accordance 
with Article 24.

Meeting schedule

Large cross section of stakeholders 
affected. There is a need to demonstrate 
the meetings and actions that have taken 
place to meet compliance obligations

Tool to use to communicate when 
meetings occur, where, the people 
involved, the objectives and anticipated 
outcomes and helps demonstrate 
compliance with Article 24.

Allows for internal audit checks in 
demonstrating confidence that the 
governance framework for GDPR are 
effective.

Sets out the original scope for 
compliance. As such, the impact of any 
future changes to legislation can be 
assessed against the scope. Should 
there be a future data breach, the 
school can use this Project Brief as 
evidence that compliance with GDPR 
was taken seriously and in accordance 
with Article 24.

Risk log

There is a need to understand the risks 
associated with compliance, measure 
these risks and act on them. Only through 
a risk log can you achieve this.

Tool to manage and communicate the 
assessment of risk, mitigation of risk and 
accepted residual risk values and helps 
demonstrate compliance with Article 24.

Allows for internal audit checks in 
demonstrating confidence that the 
governance framework for GDPR are 
effective.

Sets the precedent for how the 
organisation manages risks associated 
with GDPR. Provides a structure for the 
school to maintain and manage risk

Data protection impact 
assessment (DPIA) DPIAs are mandatory under GDPR

A DPIA is a process designed to describe 
the processing, assess the necessity and 
proportionality of a
processing and to help manage the risks 
to the rights and freedoms of natural 
persons resulting from
the processing of personal data

Allows for internal audit checks in 
demonstrating confidence that the 
governance framework for GDPR are 
effective.

Evidences the process to evaluate the 
risks associated with processing data. 
Provides the school with a structure to 
maintain and manage DPIAs.



Data mapping (systems / 
resources) Data mapping is mandatory under GDPR

GDPR obligates organisations to put in place a 
governance structure to manage compliance. 
Closely associated with governance are 
'assurance' and accreditation'. Having a 
documented and clear structured kit of systems / 
tools and services gives schools the ability to 
demonstrate appropriate steps have been taken 
to manage, assure and accredit compliance.

Article 24 - Responsibility of the controller. 
Mandates the controller shall implement 
appropriate technical and organisational 
measures to ensure and be able to demonstrate 
that processing is performed in accordance with 
GDPR.

GDPR obligates organisations to put in place a 
governance structure to manage compliance. 
Closely associated with governance are 
'assurance' and accreditation'. Having a 
documented and clear structured kit of systems / 
tools and services gives schools the ability to 
demonstrate appropriate steps have been taken 
to manage, assure and accredit compliance.

Article 24 - Responsibility of the controller. 
Mandates the controller shall implement 
appropriate technical and organisational 
measures to ensure and be able to demonstrate 
that processing is performed in accordance with 
GDPR.

A tool to assess the types of data held 
and requirement for a DPIA and helps 
demonstrate compliance with Article 24.

Allows for internal audit checks in 
demonstrating confidence that the 
governance framework for GDPR are 
effective.

Sets out the original scope for 
compliance. As such, the impact of any 
future changes to legislation can be 
assessed against the scope. Should 
there be a future data breach, the 
school can use this Project Brief as 
evidence that compliance with GDPR 
was taken seriously and in accordance 
with Article 24.

Data mapping (other - 
documents / resources) Data mapping is mandatory under GDPR

A tool to assess the types of data held 
and requirement for a DPIA and helps 
demonstrate compliance with Article 24.

Allows for internal audit checks in 
demonstrating confidence that the 
governance framework for GDPR are 
effective.

Sets out the original scope for 
compliance. As such, the impact of any 
future changes to legislation can be 
assessed against the scope. Should 
there be a future data breach, the 
school can use this Project Brief as 
evidence that compliance with GDPR 
was taken seriously and in accordance 
with Article 24.

Document management and 
collaboration platform

Complying with GDPR is going to require 
the processing and assessment of 
sensitive data sets. These need to be 
stored and managed in a central security 
controlled repository to reduce the risk of 
a data breach and efficiently review 
sensitive data sets with those they are 
relevant too. On the completion of the 
DPIA's, access control lists and storage of 
documents is likely to change. A 
document management system will 
support this.

A tool to manage the propagation of 
documents holding sensitive data. A tool 
to minimise the risk that their will be a 
breach of GDPR obligations. A tool that if 
used correctly, creates efficiencies in 
responding to Subject Access Requests 
and helps demonstrate compliance with 
Article 24. Allows schools to identify 
sensitive data associated with data 
subjects and restrict processing of that 
data to specific individuals.

If documents are stored within the 
system it provides confidence that the 
schools policies, processes and 
procedures are being adhered to. 
Functionality of these systems allows 
you to identify users who may not be 
using it; as such action can be taken.

Provides a system that can be used to 
securely manage documents and 
evidence this for external review.

ICT Technical Systems 
Assessment Is required for Article 32.

An independent assessment of your 
systems to identify risks and issues in 
complying with Article 32 and helps 
demonstrate compliance with Article 24.

Allows for internal audit checks in 
demonstrating confidence that the 
governance framework for GDPR are 
effective.

Is as baseline for continued 
assessment in compliance with Article 
32

Cyber Essentials Checklist (10 
Steps) Is required for Article 32.

An independent assessment of your 
systems to identify risks and issues in 
complying with Article 32.

Allows for internal audit checks in 
demonstrating confidence that the 
governance framework for GDPR are 
effective.

Is as baseline for continued 
assessment in compliance with Article 
32

ICT Operations Review Is required for Article 32.

An independent assessment of your 
systems to identify risks and issues in 
complying with Article 32.

Allows for internal audit checks in 
demonstrating confidence that the 
governance framework for GDPR are 
effective.

Is as baseline for continued 
assessment in compliance with Article 
32

Safeguarding questionnaire, 
review and assessment Is required for Article 32.

An independent assessment of your 
systems to identify risks and issues in 
complying with Article 32 and Article 22.

Allows for internal audit checks in 
demonstrating confidence that the 
governance framework for GDPR are 
effective.

Is as baseline for continued 
assessment in compliance with Article 
32

Highlight report Demonstrates good governance
A tool to demonstrate compliance with 
Article 24, Article 38, Article 39.

Allows for internal audit checks in 
demonstrating confidence that the 
governance framework for GDPR are 
effective.

Evidence of proactive management of 
GDPR compliance and communication 
of risks / issues to the school governing 
body



Meeting agendas Demonstrates good governance

GDPR obligates organisations to put in place a 
governance structure to manage compliance. 
Closely associated with governance are 
'assurance' and accreditation'. Having a 
documented and clear structured kit of systems / 
tools and services gives schools the ability to 
demonstrate appropriate steps have been taken 
to manage, assure and accredit compliance.

Article 24 - Responsibility of the controller. 
Mandates the controller shall implement 
appropriate technical and organisational 
measures to ensure and be able to demonstrate 
that processing is performed in accordance with 
GDPR.

GDPR obligates organisations to put in place a 
governance structure to manage compliance. 
Closely associated with governance are 
'assurance' and accreditation'. Having a 
documented and clear structured kit of systems / 
tools and services gives schools the ability to 
demonstrate appropriate steps have been taken 
to manage, assure and accredit compliance.

Article 24 - Responsibility of the controller. 
Mandates the controller shall implement 
appropriate technical and organisational 
measures to ensure and be able to demonstrate 
that processing is performed in accordance with 
GDPR.

A tool to demonstrate compliance with 
Article 24

Allows for internal audit checks in 
demonstrating confidence that the 
governance framework for GDPR are 
effective.

Evidence of proactive management of 
GDPR compliance and communication 
of risks / issues to the school governing 
body

Meeting minutes Demonstrates good governance
A tool to demonstrate compliance with 
Article 24

Allows for internal audit checks in 
demonstrating confidence that the 
governance framework for GDPR are 
effective.

Evidence of proactive management of 
GDPR compliance and communication 
of risks / issues to the school governing 
body
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Roles and Responsibility
The GDPR obligates organisations to put in place a governance structure to manage compliance, the first step in completing this is to identify the key people who are responsible and what they are responsible for. There are also obligations to provide the correct levels of training to these key individuals. Use this tab to documented members of your working group and the training that 
has been provided to them.

Role Organisation Name Initials Phone Number Email Address Responsibility

Attended 
GDPR Briefing 

Meeting?

Level of professional training required

Details of appropriate training with reasoning

Training 
complete and 

up to date?
Next Review 

date

Introduction to GDPR
http://www.9ine.uk.

com/2-day-gdpr-course-
for-school

Certified GDPR Qualification 
http://www.9ine.uk.com/gdpr-

certified-practitioner-course-
for-schools

GDPR / Data Protection Governor School

Ultimate accountability for ensuring GDPR 
compliance of the organisation. Responsible for 
advising on the level of residual risk the organisation 
is going to accept given the guidance of 
proportionality.

E.g. 9ine Certified GDPR Practitioner Course.  
This person has ultimate accountability, therefore must 
have an in depth understanding of the GDPR and how it 

affects the orginisation and must make objective 
decisions based upon their understanding. 

Data Protection Officer School Responsible for managing compliance with GDPR as 
per Article 37, 38, 39, 35 and 36.

GDPR School Lead School Responsible for coordinating and enforcing 
compliance with GDPR.

GDPR Working Group - HR School Functional accountability and responsibility for 
compliance with GDPR

GDPR Working Group - ICT School Functional accountability and responsibility for 
compliance with GDPR

GDPR Working Group - Pastoral School Functional accountability and responsibility for 
compliance with GDPR

GDPR Working Group - Safeguarding School Functional accountability and responsibility for 
compliance with GDPR

GDPR Working Group - Teaching and 
learning School

Functional accountability and responsibility for 
compliance with GDPR. Specifically deciding and 
managing compliance at a curriculum level.

GDPR Working Group - FM / Estates School Functional accountability and responsibility for 
compliance with GDPR

GDPR Working Group - Leadership School Functional accountability and responsibility for 
compliance with GDPR

GDPR Working Group - Compliance School Functional accountability and responsibility for 
compliance with GDPR

GDPR Working Group - Marketing / 
Admissions School Functional accountability and responsibility for 

compliance with GDPR

GDPR Working Group - Alumni School Functional accountability and responsibility for 
compliance with GDPR

GDPR - Project Manager 9ine Managing and coordinating the path to compliance.

GDPR - Safeguarding Assurance 9ine
Providing assurance around the policy and process 
for processing of sensitive safeguarding data, 
profiling and automation

GDPR - IT Technical Assurance 9ine
Providing assurance around the technical and 
organisational processes that are due to be 
implemented to comply with Article 32.

GDPR - Cyber Security 9ine
Providing assurance around the technical and 
organisational processes that are due to be 
implemented to comply with Article 32.
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Meeting Schedule
Under GDPR, mandated record keeping is required. Use this tab to document all meetings associated with GDPR compliance.

Date Meeting Title Location Attendees Objectives/Agenda Link Outcomes/Minutes Link Status

MONTH

MONTH

MONTH

MONTH
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1. Data mapping for compliance with Article 30 - Records of processing activities
The Article 29 DPWP guidance on DPIAs states that data controllers "shall maintain a record of processing 
activities under its responsibility". And where possible, "... a general description of the technical and 
organisational security measures referred to in Article 32(a). This document (1. Data mapping for compliance 
with Article 30 - Records of processing activities) and document 2. Risk to data subjects of processing activities, 
has been created to comply with Article 30 - records of processing and the guidance detailed within The Article 
29 DPWP DPIA guidance document WP 248. Both documents need to be completed. In completing the risks 
associated with Article 32, you will require input from either you in-house IT team or external specialists. Any 
risks identified to the ongoing confidentiality, integrity, availability and resilience of IT systems or processing 
systems as a result of this assessment should be included within the overall GDPR risk log.

In reviewing the below obligations, and considering what a proportionate response 
would be, identify the organisational and technical measures for compliance with Article 
32(1)

Reference
Data processing 
type

Description of 
the categories of 
data subjects

Description of the categories of 
personal data Purposes of 

processing?

(a) the 
pseudonymisation 
and encryption of 
personal data

(b) the ability to 
ensure the ongoing 
confidentiality, 
integrity, availability 
and resilience

(c) the ability to 
restore the 
availability and 
access to personal 
data

(d) a process for 
regularly testing, 
assessment and 
evaluating the 
effectiveness of 
technical and 
organisational 
measures

Data Controller 
details

Required inclusion 
within Privacy 
Notice? Priority Who By when Complete Reviewed by Next reviewPersonal Sensitive
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2. Risk to data subjects of processing activities (Data Mapping) 
The next step when producing a data map is to record the risks that are posed to your data 

subjects from any of the processing activities that have been identified in the Processing records 
tool (previous tab). This tool mirrors the structured framework of the Processing records tool to 

allow a thorough assessment of each processing activity and is available for schools working 
directly with 9ine.

Please email: info@9ine.uk.com for further information.
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3. DPIA part 1 and part 2
Once the data mapping exercise has been completed, the next step is to complete a DPIA. A 

DPIA is required by the GDPR when processing is likely to result in a high risk to the data subject. 
Upon completion of the 'Processing records' and 'Risk to data subjects' tabs, the next two tabs 
will guide you through completing a DPIA for the processes that you have identified as likely to 

result in a high risk.   
Please email: info@9ine.uk.com for further information.
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3. DPIA part 1 and part 2
Once the data mapping exercise has been completed, the next step is to complete a DPIA. A 

DPIA is required by the GDPR when processing is likely to result in a high risk to the data subject. 
Upon completion of the 'Processing records' and 'Risk to data subjects' tabs, the next two tabs 
will guide you through completing a DPIA for the processes that you have identified as likely to 

result in a high risk.   
Please email: info@9ine.uk.com for further information.
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4. Risk Assessment
Once a DPIA has been completed, a risk assessment is required to demonstrate that you are 
working towards compliance. The risk assessment tab allows you to record all risks identified 

within the data mapping exercise, measure the impact for each risk then put in place mitigating  
actions.

Please email: info@9ine.uk.com for further information.
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5. Policies, Processes and Procedures Tracker (Organisational and technical measures)
Under GDPR, mandated record keeping is required. Use this tab to document all policies, processes and procedures that are in place and how they mitigate the risks that have been identified using the previous tabs.

Document reference Link Description Rationale
Associated with 
Risk references

Mitigates DPIA 
references Required by Responsibility Description Complete Version Reviewed by Next review

✓

-

-

-

-

-

-

-

-
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6. MOU Configuration Management
Under GDPR it is also required that the Data Controller can demonstrate and document all 
relationships that they have with third party Data Processors. This tab is used to document 

where processing takes place with third parties and the responsibilities involved. 
Please email: info@9ine.uk.com for further information.
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7. Operations/Technical Checklist
This tab should be used to record all of the documentation outlining the Ops and Technical 

procedures that will be put into place to mitigate risks that have been identified. For schools 
working with 9ine, this tool will contain procedures that we have identified as being a common 

solutions as well as procedures that are tailored to your institution.
Please email: info@9ine.uk.com for further information.
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9ine Monthly Report
Schools working with 9ine will be provided with a monthly report, outlining the progress of work 

so far, risks, issues, and guidance on how to proceed. Monthly reporting demonstrates  
compliance with Article 24, Article 38, Article 39 of the GDPR.  

Please email: info@9ine.uk.com for further information.
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